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Introduction 
Without question, the momentum of network functions virtualization (NFV) over the 

past 18 months has started to fundamentally reshape the telecom industry on a 

number of levels, ranging from network design and planning to new services 

delivery. The focus of this white paper is the latter; specifically examining how the 

telecom service software and delivery model is changing as a result of the 

concentration on implementing virtualizing software telco functions in the cloud. 
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Impact of Virtualization on Telecom Service 

Software Design Models 
In order to document the evolutionary software design implications for virtualized 

services, in this section we briefly examine the traditional telecom service software 

design model and then consider the changes inherent with the emerging distrib-

uted virtualized model. 

Telecom Service Software Design Models: Traditional vs. Virtualized 

Traditional Telecom Software Design Model 

By design, the software model of traditional telecom networks was forged in 

response to the performance needs and service availability requirements defined 

more than two decades ago. 

 

Since these performance requirements were often calculated within the confines 

of a small areas or local exchange the focus was to develop software models that 

could deliver optimal performance and high-availability state machines within this 

single domain. 

 

As a result, the model that emerged is one in which software was designed to 

rapidly respond to user stimuli such as dialed digits and voice circuit activation 

that also had a heavy reliance on hardware performance. 

 

Accordingly, as shown in Figure 1, the traditional software design model is not only 

inherently tied to hardware, it was essentially designed to interact via internal 

hardware interfaces and matrices in a tightly coupled predictable closed system. 

In other words, this traditional design model assumes software executes in a closed 

predictable domain. 

 

 
 

While this approach can be ultimately judged successful in that it has for decades 

delivered secure and highly available services, the tradeoff was that introducing 

new services was complex, and the hardware upgrades needed to maintain high 

availability as service demand increased were a costly and time-consuming fact 

of life, with vendor lock-in assured. 

 

Figure 1: Traditional Software Integration Model 

 

Source: Heavy Reading 
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However, and more importantly, this software model is now in direct conflict with 

many of the key principles of delivering high-value mobile broadband-based 

services, which include service ubiquity, service scalability and customer experi-

ence management. 

 

Virtualized Telecom Software Design Model 

In response to the drivers discussed, the telecom world is now starting to enter the 

implementation phase of virtualized telecom software design model, which is 

based on the premise that software is executable on any platform, in any domain 

and reusable as service requirements dictate. 

 

To achieve this requirement, as shown in Figure 2, the industry is now aggressively 

focusing on leveraging virtualization techniques on two levels via the NFV ETSI 

driven initiative. 

 

Based on a concept defined in the seminal NFV white paper written by a group of 

Tier 1 telecom operators as a call to arms to redefine telecom network design, NFV 

is focused on extending data center hardware virtualization and cloudification 

strategies to encompass telecom network functions so that ultimately both 

telecom hardware and software systems can be fully distributed and liberated 

from the constraints of closed singular systems and interfaces. 

 

 
 

In addition to representing the lowest-cost operating model, this approach, as 

captured in Figure 3, enables software design to make extensive reuse and 

patterning to shorten new service introduction cycles and to allow users to make 

programming changes as required using open-source tools. 

 

Another important consideration is that software-based decomposition of telecom 

functions is also critical for enabling another initiative, software-defined networking 

(SDN), which defines an entirely new template for highly programmable policy 

control and service orchestration on the control plane. 

 

Figure 2: Virtualized Network Architecture Software Integration Model 

 

Source: Heavy Reading  

http://www.tid.es/es/Documents/NFV_White_PaperV2.pdf
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Figure 3: Comparing the Approaches 

ATTRIBUTE TRADITIONAL TELECOM SERVICE 

DESIGN MODEL  

VIRTUALIZED TELECOM SERVICE 

DESIGN MODEL  

Services 

Ubiquity 

Manage service ubiquity on a point-

to-point basis among operators 

based on interconnection agree-

ments for individual services. New 

services require additional testing. 

Develop a software framework 

where VMs can be rapidly deployed 

and executed anywhere in the 

network and ultimately with any 

partner network.  

Service 

Scalability 

Scale within the network domain by 

adding more physical hardware 

nodes with enabling software to 

meet busy hour projections. 

Adopt a dynamic VM model that 

can be implemented in real-time in 

response to network load – normal 

or abnormal. 

Customer 

Experience 

Management 

Manage CEM for all subscribers 

based on network and largely 

hardware-centric-based key 

performance indicators (KPIs). 

Manage CEM on a single subscriber 

basis based on software perfor-

mance metrics and VM location in 

the network coupled with more 

extensive personalized service 

orchestration outcomes. 

Source: Heavy Reading 
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Virtualized Service Implementation Principles 

for Network Operators 
While NFV will enable network operators to more effectively introduce and 

manage new services, lower network administration and build costs, it inherently 

also introduces a new services software design model, leveraging a new suite of 

software design implementation principles. Accordingly, in this section we define 

and quantity the impact of these principles on network operators. 

Implementation Principle 1: Embrace the Software Design Model 

NFV is often cited as driving an unprecedented level of cultural change within 

service provider organizational ranks. While we believe this is true, it's also im-

portant to quantify the impacts on service delivery. Simply stated, the largest 

impact for network operators is that they will need to move quickly to embrace 

pure software model for telecom services. 

 

While operators certainly possess data center software skill sets and can effectively 

manage IT and network requirements of new projects, extending these skills to 

encompass fully-virtualized telecom services is not a straightforward exercise since 

it touches all levels from service provisioning, troubleshooting and even OSS/BSS 

that have evolved independently over many years. 

 

Ultimately, network operators need to migrate the entire telco service delivery 

model to a data center telco service delivery model, which represents a formida-

ble challenge but a vital step. 

Implementation Principle 2: Question Everything 

A direct outcome of adopting the first principle is that operators must re-examine 

and question existing service delivery processes and practices during the imple-

mentation phase. This is crucial since existing telco practices make a fundamental 

assumption that services execute in a central office or mobile switching center, 

which is no longer valid as virtualized services migrate to cloud. 

 

And since, in many cases, operator practices have been in part shaped by the 

capabilities and products of the vendors they selected over many years for 

traditional services, during the process of creating virtualized telecom services 

practices, they need to fully understand the capabilities on a task-by-task level of 

these incumbent vendors to support this transition. 

 

While a hybrid network configuration supporting traditional telecom services and 

virtualized telecom services is a certainty for several years, operators must consider 

the impact of a virtualized "end-game" on existing vendor relationships. To this 

end, an operator must decide if current vendors have the ability to cost-

effectively and efficiently migrate a certain legacy practice to the cloud, whether 

they need to engage a new vendor to rewrite the software practice using a more 

streamlined data-centric model or create a services/practice sunset strategy. 

Implementation Principle 3: Define SDN & NFV Linkages 

Another principle we believe network operators must address early in the imple-

mentation process is the definition of SDN and NFV linkages. Specifically, we 
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believe that operators must decide whether they will implement both together as 

a single program, independently but in parallel, or independently using a stag-

gered schedule. 

 

To be clear, NFV and SDN are highly complementary; there is no requirement for 

operators to implement both together. Therefore, operators are free to make this 

decision based on aggressiveness of strategic vision, internal skillsets, competitive 

landscape and capex budget. 

 

Still, as with all of these implementation practices we define in this section, under-

standing existing and potential vendor strategies and roadmaps is crucial to avoid 

selecting a vendor that embeds both using a solutions-level approach, thereby 

resulting in a some form of vendor lock-in. Instead, the key here is to work and 

assess a range of vendors to develop the most flexible software implementation 

roadmaps for virtualized functions. 

 

In direct to this response, Heavy Reading has noted a major uptick in vendors 

announcing a commitment to support carrier-grade telecom virtualized software, 

which we view as a very encouraging sign. This topic is discussed in more detail in 

the next section of this white paper. 

Implementation Principle 4: Clear the New Provisioning Bottleneck 

Over the years, network operators have made extensive investments to create 

systems designed to streamline the provisioning of traditional telecom services. 

However, despite these activities, service provisioning for many network operators 

often remains a multistep and cumbersome process requiring vendor specific 

single silo hardware upgrades. 

 

While provisioning in a cloud telecom virtualized model will provide additional 

flexibility since it is software-driven, there are inherent challenges associated with 

ensuring that the software is dynamic and redundant enough to deliver a superior 

order processing experience. The crux of the problem for network operators is that 

they must move from a model in which provisioning requirements were well known 

due to historical values, to an open-ended model where there is no limit to how 

many VMs of a new service can run or even where they can run. 

 

Accordingly, we believe understanding vendor pure software provisioning 

capabilities and scalability potential, including latency impacts, is also crucial 

given the cloud is moving from a single vendor model to a multi-vendor model. 

Implementation Principle 5: The Cloud Has Many Faces 

Another implementation principle we believe network operators must consider is 

which type of cloud(s) their network will ultimately support. While there is little 

doubt that initially virtualized telecom clouds will function as private clouds to 

maintain content control and service-level agreement (SLA) performance levels, 

the cloud will undoubtedly continue to evolve in the next decade, which will likely 

lead to a further blurring of the line between private and public clouds. 

 

As a result, network operators need to ensure that their implementation strategy is 

based to the largest extent possible on a cloud-agnostic vendor model, rather 

than a purpose-built private cloud from a few vendors that cooperate to deliver a 

solution with limited evolution potential. 
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Implementation Principle 6: Measure Vendors on Programmability, 

Not Just Use Cases 

In order to advance NFV from concept to commercial trial phase, ETSI and other 

industry participants have been actively creating a suite of use cases designed to 

meet the needs of all operator types (e.g., mobile, fixed, cable and converged). 

 

As shown in Figure 4, these use cases are extremely valuable in that they provide 

some structure related to the scope of virtualization opportunities so that operators 

can decide which areas to dedicate trial resources to addressing. Although our 

research shows there are several front-runners for virtualization trials, including 

deep packet inspection (DPI) and firewalls, policy and IP Multimedia Subsystem 

(IMS) nodes, and even customer premises equipment (CPE), we continue to 

believe the preferences remain very dynamic on a per-operator basis. 

 

 
 

As a result, the informal model that is emerging is one in which a carrier prioritizes 

several use cases, and then engages a number of vendors to determine the 

scope of trial possibilities. Although we see this approach as valuable to start the 

Figure 4: ETSI NFV Use Cases 

USE CASE DESCRIPTION 

#1: Network Functions 

Virtualization Infrastructure 

as a Service 

"This use case provides an approach to mapping the Cloud Computing 

Service Models IaaS and NaaS as elements with the Network Function Virtual-

ization Infrastructure when it is provided as a service."  

#2: Virtual Network Function 

as a Service (VNFaaS) 

Application of virtualization to the enterprise to enable a lower-cost model in 

which the operator provides services and the enterprise consumes the 

resources it requires.  

#3: Virtual Network Platform 

as a Service (VNPaaS)  

Similar to Use Case #2, but in this use case the enterprise has the opportunity 

to host and introduce VNFs instances on their own. 

#4: VNF Forwarding Graphs "A Network Function (NF) Forwarding Graph defines the sequence that 

packets traverse. A simple Network Services can be implemented in an NFV 

environment using point to point links. This use case demonstrates that more 

complex structure might be necessary as VNF Forwarding Graph (VNF FG)." 

#5: Virtualization of Mobile 

Core Network and IMS  

This use case encompasses virtualization of the mobile packet core and IMS 

(e.g., HSS, CSCF). 

#6: Virtualization of the 

Mobile Base Station 

This use case encompasses virtualization of the mobile RAN onto standard IT 

servers. 

#7: Virtualization of the 

Home Environment 

This use case encompasses virtualization of CPE, such as set-top boxes and 

residential gateways. 

#8: Virtualization of CDNs 

(vCDN) 

This use case encompasses virtualization of content delivery networks (CDNs) 

to enable a more scalable and lower cost off-peak operational model.  

#9: Fixed Access Network 

Functions Virtualization  

This use cases encompasses virtualization of fixed network access infrastructure 

(DSL cabinet) to optimize deployment costs and enable colocation with 

wireless access nodes. 

Source: ETSI 2013 and Heavy Reading 
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process, we also believe that as a part of this exercise, network operators need to 

evaluate to what extent these software resources can be utilized as a reusable 

template or combined with other use cases and third-party vendor orchestration 

and policy solutions. 

 

Without this evaluation we have a concern that a virtualized use case from a 

closed vendor ecosystem will deliver some benefit, but will ultimately only result in 

proof a turnkey vendor solution can be virtualized and not assess how program-

mable the virtualized software really is. 

Implementation Principle 7: Disruptive Trumps Incumbency 

And finally, while we have touched on the vendor implications of all these 

principles, we believe that as we enter the NFV and SDN implementation phases 

it's important to capture in this last principle the diminishing value of vendor 

incumbency. While vendor success ultimately will be decided by market forces, 

there is little doubt that making telecom services hardware agnostic opens up the 

market to innovative software vendors on a level never before considered 

possible at the expense of incumbents. 

 

Secondly, we believe that disruptive and more open approaches such as NFV 

and SDN will also mark the end of operators engaging vendors on a "solutions 

level," but will instead finally be able to leverage pure software "plug and play" 

capabilities that have been proposed for more than a decade. As a result, unlike 

other periods of rapid technology advance where there was almost certainly 

some form of hardware restriction or vendor "special sauce" baked in, we now see 

a new software centric era emerging in which disruptive software agility trumps 

incumbent solutions. 

 

We believe the rapid decline of traditional mobile handset developers that relied 

on specific device designs and closed operating systems when confronted with 

the disruptive nature of pure IP LTE-based devices leveraging open-source operat-

ing systems, such as Linux-based Android, is a model that could play out again for 

vendors that continue to maintain a tightly coupled hardware/software model. 
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Virtualized Service Design Principles for 

Equipment Providers 
In this section we consider the impact of telecom services virtualization on equip-

ment provider software design strategies. 

Design Principle 1: Assume VMs Everywhere 

One of the key doctrines of the original NFV white paper from 2012 was that 

virtualized software intelligence could reside in many locations. Defined as Distrib-

uted Network Functions Virtualization (D-NFV), any telecom VM service function 

can be deployed in the data center, cloud, central office/point of presence and 

even the customer premises to support enterprise service and CPE virtualization. 

 

In a short period of time, this concept has been embraced by many equipment 

providers since it provides a window to break-in to new markets by developing 

new value-added software for features and capabilities that traditionally could 

only be delivered by a specific hardware based node. 

 

In order to support D-NFV, vendors such as Wind River are now developing highly 

scalable network platforms that empower this distributed model by introducing 

pure software implementations of network functions such as DPI, content inspec-

tion and pattern matching. This step is critical for providing the vendor community 

the basic software and tools to launch new products. 

 

 

Design Principle 2: Embrace Ecosystem Disruption 

One of the most visible impacts associated with the market momentum of both 

SDN and NFV is the increased activity they have spawned in ecosystem expansion 

and renewal. As shown in Figure 6, since 2013 there has been a clear upturn in the 

number of strategic ecosystem initiatives announcements. 

 

While we expect some consolidation of these initiatives in the years to come, we 

believe that NFV and SDN have both shown that the traditional small scale 

ecosystem model is in decline and, instead, the industry is moving to more an 

Figure 5: Wind River Intelligent Network Platform 

 

Source: Wind River 
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open-source community software development model that will benefit both 

network operators from a vendor selection perspective and equipment providers 

that fully embrace this disruption of the traditional ecosystem model. 

 

 
 

As a proof point of the impact of these ecosystem initiatives, we have seen in a 

short period of time of several embedded system software vendors integrate 

support of some of these capabilities into their portfolios. An example is Wind 

River's Open Virtualization Profile, which now includes open-source features to 

support OpenStack, OpenDaylight and OpenFlow implementations. 

Design Principle 3: Application API Open Evolution Will Continue 

We also believe that the virtualized telecom service model will continue to drive 

open APIs, as well as an expanded common suite of programmable tools to 

manage the setup and tear down of application VMs. While the promise of open 

APIs has been a topic of discussion for several years, we believe that although it 

won't happen immediately to ensure investment protection of existing implemen-

tations, ultimately it will. 

 

We adopt this stance because of the rise of the open-source ecosystems dis-

cussed above, as well as the positive impact of decoupling APIs from any hard-

ware implementation dependencies. As a result, we consider it imperative that 

equipment vendors commit to developing software intelligence that is truly elastic 

but also truly open, so it can be deployed to support any application for any VM. 

 

In the fall of 2013, Heavy Reading undertook a major research survey designed to 

assess the adoption of NFV, as well as the implementation challenges. As part of 

this project we conducted nine one-on-one interviews, as well as a survey of 75 

network operators. One of the survey questions addressed technical implementa-

tion challenges requesting respondents to rank challenges on both a short-term 

(within two years) and long-term (two to five years) basis. The question asked was: 

"How concerned is your company about the following technical challenges 

related to NFV?" 

 

The input from 75 survey respondents revealed that there four top short-term 

concerns from a list of 12 possible concerns related to services security and 

performance, and packet performance (related to deterministic processing and 

latency implications). Specific scoring metrics were as follows: 

Figure 6: Summary of NFV & SDN-Driven Ecosystem Initiatives  

TECHNOLOGY NAME FOCUS 

NFV Project Clearwater  Open-source IMS 

NFV CloudBand 
Ecosystem for developers and vendors to develop 

NFV products 

SDN 
Open Networking 

Foundation (ONF) 
Development of OpenFlow Specifications 

SDN OpenDaylight 
Open-source project focusing on Service Abstraction 

Layer to enable vendor interworking. 
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1. Troubleshooting and service assurance: 56% 

2. Packet processing performance (deterministic) in the data plane: 51% 

3. Security: 51% 

4. KPI impact related to media-sensitive applications (QoS, jitter, latency): 51% 

 

Overall, we believe this response reflects a shift in the industry that requires 

equipment providers continue innovating to deliver more extensive security 

capabilities, as well as to improve packet performance capabilities to minimize 

the subscriber noted impacts on content delivery. For this reason, we have 

included below two related design principles. 

Design Principle 4: Adopt a Programmable Security Model 

Another principle that equipment providers must adopt is the shift to a program-

mable security model. While a hardware/appliance + software model has been 

supportable in the past, aligned with the requirements of D-NFV where intelligence 

can be deployed anywhere, new security products must be highly programmable 

to deliver new security VMs as necessary anywhere in the network. 

 

By default, this means that pure software modules will need to become a much 

greater focus of many security vendor products that continue to hold onto the 

physical appliance model. 

Design Principle 5: Focus on Packet Performance Throughput 

Similarly, as we have noted, operators have correctly identified packet perfor-

mance as an implementation concern. Although packet throughput has always 

been a concern, virtualization and services orchestration raise concerns to entirely 

new levels. Heavy Reading believes that this will become recognized as an even 

greater challenge as we move into the NFV/SDN commercialization phase in the 

next 18-24 months. 

 

The reason for this new, heightened level of concern is that virtualized packet 

throughput is a completely open-ended model. Unlike the traditional network 

domain when an EPC, DPI or PCRF function is virtualized and no upper limit on the 

number of active VMs is set, managing these functions in real time becomes a 

much greater challenge than provisioning a less dynamic, more static, traditional 

packet network. And looking into the future, given that virtualization could take 

hold at all layers of the network, including CPE, it becomes readily apparent that 

throughput requirements demand new network platforms be developed to meet 

these challenges. 

 

In response to these challenges, we are seeing several new platforms come to 

market that are designed to boost throughput metrics. One notable example is 

Wind River's Accelerated vSwitch, which can be applied to a number of product 

use cases, delivering a quantum jump in throughput performance, which is critical 

in the networking arena. 
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Conclusion 
In telecom circles, 2013 will be remembered as a year that was indelibly shaped 

by the emergence of SDN and NFV. And moving forward in 2014, Heavy Reading 

research provides conclusive evidence that network operators are committed to 

NFV and starting to take steps to define how they will implement proof-of-concept 

trials and ultimately introduce commercialized NFV services in the next few years. 

 

While there are multiple challenges, we believe the stakes are simply too high for 

operators to not implement NFV given they have partially defined the future 

template and need new approaches to lower their cost structures and, more 

importantly, create a new virtualized services template to best defend against 

further over-the-top (OTT) service creep. 

 

Similarly, there is also lot at stake for network equipment providers. Fundamentally, 

we believe the vendors in this new dynamic environment that will be most 

successful are those that have flexible, agile and purely software driven imple-

mentations and diverse ecosystem programs. 
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