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Introduction 

The Internet of Things (IoT) presents engineering 

organizations and enterprises with an opportunity to 

redefine their traditional product development and 

client engagement strategies. The foundation of this 

market dynamic – and the new revenue opportunities 

that surround it – is built upon secure systems of 

systems of connected embedded devices. The impact 

of IoT spans across embedded vertical markets, from 

consumer-oriented device categories to those that 

also possess real-time or safety-critical requirements. 

Rapid technological changes and an increased pace 

of innovation are driving IoT deployments. Product 

development organizations need to adapt to the 

pressures of decreasing time-to-market windows to 

capitalize on IoT product revenue opportunities. This 

is exacerbating many entrenched engineering 

challenges while introducing new and unfamiliar 

technology areas along with security risks.  

Exhibit 1: Inclusion of Web Component on Current System/Application  

(Percent of Respondents) 

 

 

  



| 2 

 

VDC Research | 679 Worcester Road, Suite 2 | Natick, MA 01760 | (508) 653-9000 | vdcresearch.com 

 

 

In many instances, the new and/or extended device 

functionality required for IoT devices necessitates 

fundamental changes to the underlying technology 

used within the devices and networks themselves. 

The manifestation of the new power and complexity of 

IoT devices can already be seen through changes 

underway in embedded device software stacks. More 

devices across all embedded vertical markets are 

being required to incorporate increasingly 

sophisticated graphical interfaces and middleware 

libraries to enable the new applications and 

connectivity-related functionality at the heart of the IoT 

market interest and momentum. For example, more 

capable and increasingly commoditized compute 

power allows a greater number of devices to 

incorporate more robust software environments and 

operating systems, where, in the past, designs often 

included an in-house or even no formal OS. However, 

the changes required to participate within the IoT 

ecosystem extend far beyond new OSs and web-

connected application enablement. It will also become 

increasingly important for the IoT ecosystem to 

reassess best practices for secure device 

development, deployment and management. 

Exhibit 2: More Devices Requiring Formal Operating Systems 

(Percent of Respondents) 
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Security Threat Awareness & Impact 

The intelligent, connected devices comprising the IoT 

are also generating considerable risk to businesses 

and consumers using these devices, enterprises 

deploying these devices, and OEMs developing IoT 

devices. Engineers must understand how to limit 

these risks as they develop new products. 

Unfortunately, security is not just an engineering 

obstacle; it is a product management challenge, a 

supply chain problem, and a liability issue. As the 

scope of the IoT extends, its reach entangles more 

organizations without extensive training or experience 

with system security. Product and systems 

engineering organizations must expand the breadth of 

their own expertise accordingly. However, the 

evolution and extension of the traditional embedded 

ecosystem ultimately reinforces the need for product 

engineering organizations to take proactive measures 

during the development process to help ensure that 

their devices are deployed with both the native and 

network technology needed to mitigate risk. 

Exhibit 3: Results of These Vulnerabilities 

(Percent of Respondents) 
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A wide range of devices have already become targets 

of malicious attacks, and the proliferation of 

connected devices is creating billions of new entry 

points into an increasingly connected, expanding 

network. The types and combinations of threats 

(memory vulnerabilities, data validation errors, race 

conditions, etc.), their potential impact (data, 

functionality, brand damage, tort liability, IP, etc.), and 

their motivations (state-sponsored cyber war, 

organized crime, competitive advantage, general 

anarchy, ‘casual and inadvertent,’ etc.) are almost as 

varied as the types of devices comprising the IoT. 

This emerging and complex security dynamic may not 

be entirely new, but it is underscoring a need for both 

fundamental process and technology improvements 

across both development and deployment 

organizations.

 

Growing Risk Not Causing Needed Change 

Exhibit 4: Company is Doing Enough to Make its Products Secure 

(Percent of Respondents Agreeing) 
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Connectivity requirements and security issues present 

a new wave of design challenges to embedded 

developers participating in an already strained 

embedded design process. In light of the focus on 

adding connectivity features and applications, 

improving security has, in many cases, been an 

afterthought. While some organizations have taken 

steps to reduce their products’ vulnerabilities, many 

more are not doing enough to address security – even 

by their own assessment (see Exhibit 4 above). Many 

of the security experts that participated in our survey 

admitted that security concerns have not influenced 

how their organizations approach device 

development, despite the many options available to 

them. More than a quarter of the respondents believe 

that their company’s products are at risk. Nearly half 

of the survey participants also indicated that cost or 

time-to-market considerations caused their 

organizations to deviate from secure product 

development best practices. Perhaps even more 

symptomatic of how far reaching the need for a 

security paradigm change: safety-critical device 

categories like medical and military/aerospace 

reported some of the highest self assessments of 

security risk. 

Unfortunately, OEMs – and deploying enterprises at 

large – often lack the experience necessary to 

adequately assess risk for devices whose prior 

generations may not have even featured connectivity, 

let alone incorporated design components to augment 

security. Even in those cases when OEMs or 

enterprises have valuable experience either 

developing or deploying devices with security 

requirements, the growing convergence of these two 

disciplines creates new development and 

collaboration challenges. In fact, the issues 

associated with risk assessment within today’s IoT 

market dynamics can extend far beyond 

organizations’ original product use planning. Not only 

are many enterprises now integrating after-market 

connectivity modules and gateways for deployed 

infrastructure and devices, but security risks can arise 

from non-connected inputs (e.g. USB for Stuxnet, 

etc.).  

In recognition of these growing risks, more 

engineering organizations are creating dedicated 

security teams within their organizations – a practice 

long-established within enterprise/IT organizations, 

but previously not needed at scale within the 

embedded marketplace. In fact, our research has 

shown that these teams are already becoming more 

common in some sectors of the embedded market 

where the stakes are the highest such as 

military/aerospace, in which 33% of relevant 

respondents report dedicated security roles at their 

organization. Given the aforementioned importance of 

system-level security, we believe that functional roles 

and groups dedicated to security will only become 

more critical going forward as engineering 

organizations attempt to instill not only new internal 

product development mandates but also refined 

specifications for supply chain partners and 

customers. 
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Exhibit 5: Company is Not Likely to Make Significant Investments in Security Unless its Products 
Experience a Failure 

(Percent of Respondents Agreeing) 

 

To date, however, risk assessment has not been 

prioritized, and, as a result, threats persist and 

vulnerabilities are being exploited. In fact, 35% of 

respondents to our recent Embedded Security survey 

indicated a breach had occurred within a recent 

product. Despite these recent compromises, 

commensurate investment in security at scale will 

likely only occur once a greater number of connected 

devices are compromised and engineering 

organizations can more easily quantify the potential 

financial liabilities. And until system-level security 

becomes a primary priority, the vulnerabilities that 

lead to security breaches will continue to be exploited. 

In the absence of clear, industry-level catalysts for 

change, engineering organizations should at least 

attempt to establish and compose security 

assessment teams with cross-functional and 

managerial constituents to ensure as broad-based 

evaluation of risk as possible. 
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Designing-in Security 

Security cannot be addressed at the device level or 

infrastructure level only, and it usually can’t be bolted 

on to a complete device after the fact; it must be 

addressed with an end-to-end view of the entire 

system starting at design time and with an 

understanding that the weakest link of the IoT chain 

will be the most exploited entry point. However, device 

security alone will never be sufficient. Devices will 

always be compromised. Without comprehensive, 

real-time situational awareness and monitoring of 

what is occurring across the system, true security is 

not attainable. The devices must integrate with the 

network, provide information to the infrastructure 

about what is occurring, and accept remediation 

commands from the infrastructure. In an ever-evolving 

threat landscape, without an end-to-end approach to 

system security that can address security across the 

device lifecycle, organizations will invariably expose 

themselves to undue risk. VDC views IoT system 

security best practices as centered on three main 

tenets: 

X Hardening and securing devices 

X Securing communications 

X Secure, remote management 

Exhibit 6: Types of Security Capabilities Would Add Significant Value to Next Generation’s Device 

(Percent of Respondents) 
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Hardening and Securing Devices 

With each link of the proverbial IoT system chain, 

each device should be itself secure from time of boot 

before connecting to network. As such, identifying 

engineering practices and technologies to harden 

devices is perhaps the most critical step to 

establishing secure IoT networks. In order to respond 

to this growing need, there are a wide range of 

technologies that can help engineers address security 

at device level. However, none of the technologies are 

universal solutions. Furthermore, many industries 

have not yet established standards or requirements 

for necessary levels of device protection. Proper 

device security risk mitigation requires the measured 

and combined implementation of a range of the 

available technologies in concert with best practices 

for software design and deployed device 

management. 

Exhibit 7: Actions Organization Has Taken to Address Security Requirements 

(Percent of Respondents) 

 

Lay Foundation of Security at Processor Level 

In traditional PC or IT security, enterprise/IT 

organizations focus on add-on security software to 

help harden their systems. In the IoT space, however, 

it is becoming increasingly important for engineering 

organizations to focus below the OS at the processor 

level in order to lay the foundation for a secure overall 

solution stack. Our research suggests this approach is 

necessary to help prevent rootkits below the OS and 

other advanced persistent techniques. 
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In fact, many embedded processors have security 

already built in (e.g. ARM TrustZone, Freescale Trust 

Architecture & Intel Trusted Execution features). 

Unfortunately, lack of awareness and improper 

utilization abounds, hampering the success of these  

products. While awareness is on par with embedded 

security on the whole, utilization concerns are tied 

directly to the need to incorporate security from the 

beginning of a development project. Secure processor 

IP will only help if sensitive code and data run from 

memory, which is not accessible by any non-secure 

software. Furthermore, although security in hardware 

(e.g. PRNG’s, AES-NI, VT-x/d/c extensions, etc.) is 

increasingly common, it is often not “on by default” – it 

requires software to enable it and make use of it. Not 

only must the semiconductor manufacturers design 

security into the chip, but OEMs must also design 

system software and applications appropriately, so 

that the hardware security features are actually 

utilized. Processor security technology can also 

enable cryptography and verification solutions 

technology, to tie directly into the processor.  

Furthermore, if the secure/hardware/silicon is enabled 

and used, life cycle processes must also be in place 

to ensure keys are loaded correctly and protected 

from compromise. Unfortunately, many engineering 

organizations still struggle to optimize the integration 

of processor security capability with COTS software, 

especially given the countless hardware architectures 

and possible OS combinations in use across the 

embedded landscape.  

Exhibit 8: Protection of Device Capabilities That Would Add Significant Value to Next-Generation 
Device 

(Percent of Respondents) 
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Hardening a Device with Commercial-Grade Runtime Software 

While secure processor technology is an important 

piece of the secure device puzzle, native runtime 

software is another critical component of secure 

device development. More engineering organizations 

are adopting practices from the IT world, evaluating 

antivirus solutions such as from Intel Security, 

Mocana, and Symantec. Although these solutions can 

help build another layer of defense into an embedded 

device, constrained system resources often preclude 

the use and utility of this type of traditional security 

software. Engineering organizations can also improve 

their systems’ security by re-evaluating their devices’ 

target operating systems. There are a number of time-

tested and hardened OSs from traditional embedded 

OS vendors like Wind River, Green Hills Software, 

and Lynx Software. Many of these vendors’ solutions 

have also gone through rigorous testing processes, 

such as the Common Criteria Evaluated Assurance 

Levels standards, established by the NSA, in which 

OSs must be formally proven as secure. Furthermore, 

many of these operating system vendors also offer 

virtualization solutions, which can serve as another 

mechanism for engineers to improve device security. 

In addition to their other use cases targeted at 

hardware abstraction or multi-OS/persona support, 

embedded hypervisors can allow ‘sandboxing’ at the 

kernel level to provide another level of support and 

containment for system infiltrations. 

Instill Software Coding and Testing Best Practices 

One of the most effective ways for engineers to 

prevent a system security breach is to reduce 

vulnerabilities by identifying software defects before 

devices are deployed. Static analysis tools offered by 

vendors such as Coverity, HP, and IBM provide a 

method to diagnose and rectify exploitable software 

flaws during early stages of development. These tools 

can also be used to assess adherence to coding 

standards used to promote secure software 

development techniques, such as CERT C or any 

future adaptations of initiatives such as SANS Top 20 

Security Controls for IoT. Additionally, penetration 

testing and fuzzing tools, which are traditionally more 

widely used for IT development, become more 

important in the context of IoT system security. 

Penetration testing tools simulate attacks from 

external communication points to further test the 

robustness of connected device security, while fuzzing 

tools send junk data to test input processing in an 

attempt to induce system crashes or identify memory 

leaks and entry points 

 

Secure Communications 

Many devices currently deployed were not designed 

to connect to the Internet. They were designed as 

either standalone systems or, at best, intended to 

connect to private networks, air-gapped from the 

outside world. Because of these original use cases, 

many of them lack the security features required to 

protect them from network-borne attacks. 

Traditionally, the modification of the firmware or 
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software running on deployed legacy devices to add 

these features can be quite difficult. In such situations, 

gateways can represent an adequate stop-gap 

measure. Gateways can provide secure 

communication channels as well as a mechanism to 

layer on additional security capabilities such as 

software whitelisting, firewalls, and remote attestation. 

Organizations must also take steps to secure 

communications between devices and between 

devices and networks. In particular, unique device 

identification is increasingly vital to maintaining overall 

system integrity. Our research has shown that, as 

more organizations recognize the need for augmented 

device authentication processes, more engineering 

organizations are evaluating asymmetric key and 

certificate infrastructure and are likewise recognizing 

the importance of multifactor authentication. As 

today’s devices become more connected to each 

other and to critical enterprise applications, new 

authentication technology should be deployed to 

prevent man-in-the-middle attacks. For example, 

NetAuthority has a new SaaS-based device 

authentication solution that doesn’t require potentially 

vulnerable smart cards or tokens. Already more than 

three-quarters of surveyed engineers reported that 

authentication and encryption technologies would add 

significant value to their next-generation device. 

Exhibit 9: Protection To/From Device Capabilities That Would Add Significant Value to Next-
Generation Device 

(Percent of Respondents) 
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Secure, Remote Management 

Software for over-the-air and configuration updates 

are the prevailing technologies for device 

management in use in the embedded market today. 

Device management technologies can perform a wide 

range of actions, from updating security policies to 

replacing firmware. As connectivity increases within a 

widening range of IoT devices, device management 

will become an integral part of secure system 

development and deployment. 

Exhibit 10: Management of Device Capabilities That Would Add Significant Value  
to Next-Generation Device 

(Percent of Respondents) 

 

However, the largest potential value of remote 

management technology may not come from the 

traditional, scheduled update use cases. Instead, we 

expect that more organizations will look to this 

technology as a means to establish real-time, runtime 

monitoring of deployed systems. With many 

embedded systems dictating reboots every year – or 

several years – traditional “secure boot” processes 

alone are not effective. Real-time monitoring can allow 

for the remote attestation of boot time and runtime 

information to a central SIEM server for differentiating 

between a single anomalous event and a coordinated 

malicious attack. 
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Conclusion 

As engineering and enterprise/IT organizations 

attempt to adapt their product and go-to-market 

strategies to take advantage of the IoT opportunity, 

many of those organizations are likewise exposing 

their organizations to new levels of operational and 

financial risk. In many ways, IoT is evolving fast 

enough that the extent of the potential security risks 

facing these organizations is outpacing their ability to 

accurately measure and contain it. Too many of these 

participant organizations are opting for the status quo 

in the absence of proven risk assessment methods. 

Unfortunately, organizations that do not proactively 

adjust their product development and deployment 

processes to account for these new realities of 

security risk undermining their organizations’ long-

term success for short-term and short-sighted gains. 

 

 

 

 

 

 

 

 

 

In order to protect their long-term interests, 

organizations must adapt to methods and 

technologies to ensure system-level security. This 

approach requires a commitment of focus on security 

across the device cycle, beginning with device 

development and extending through deployment in 

order to maintain proper levels of situational 

awareness and contextual risk mitigation across an 

entire IoT system. Although the aforementioned best 

practices may require piecemeal organizational 

adaptations, a variety of off-the-shelf solutions and 

services can help companies transition efficiently and 

make measurable improvements in their systems’ 

security.  
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