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Device makers need to find ways to compete through reducing 
cost, boosting performance, and bringing innovative and 
differentiating functionality to market on time. Increasingly, the 
ability to meet business objectives relies on the ability to 
optimize a device’s software.

Disruptive Trends

The trend toward multicore processors is causing the most 
significant disruption the device market has seen in many 
years. The advent of true parallel execution of software 
increases both the complexity of porting existing applications 
and developing new applications for multicore processors.  
This paradigm shift is changing the way device makers write 
software and configure their systems. Optimizing software for 
multicore devices necessitates updating established software 
development best practices and tools. 

Another significant technology innovation is virtualization, 
which presents opportunities to reduce hardware costs and 
power consumption while enabling new platform-level 
capabilities. Virtualization allows a device to run multiple 
operating environments, such as one real-time operating 
system and one rich general purpose operating system, and 
share the underlying processing cores, memory, and other 

hardware resources. Combining multicore and virtualization, 
device makers have more options for enhancing platform 
performance, security, scalability, certifiability, and usability. 
They can take advantage of new usage scenarios made 
possible by Wind River’s multicore software solution, which 
includes industry-leading operating systems, specialized tools 
and a performance-optimized hypervisor for implementing 
virtualization.

Applying Multicore and Virtualization

Device makers seeking new ways to optimize existing plat-
forms or to create innovative next-generation devices will 
appreciate the new software configurations enabled by 
multicore and virtualization. 

In many cases, multicore and virtualization technologies can 
help device makers meet business goals around performance, 
cost, and differentiation. This paper describes how to achieve 
these goals using vertical market–specific implementation 
examples.
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Definitions Used in This Paper

Multicore:•	  More than one processing core in one CPU chip

Virtualization:•	  Abstraction of computer resources such as 
memory, cores, and devices 

Scalable hypervisor:•	  Supervisory program providing 
virtualization, configurable based on level of protection 
required, and can operate with no runtime overhead

Symmetric multiprocessing (SMP):•	  One operating 
system instance schedules multiple cores

Asymmetric multiprocessing (AMP):•	  More than one 
operating system instance executing on a multicore system

Figure 1: Multicore software configurations
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Business Opportunity

As a disruptive force, multicore and virtualization technolo-
gies offer new opportunities for device makers that in many 
ways are game-changers. These opportunities allow deliver-
ing higher-performing computing platforms, greater system 
flexibility, lower-cost alternatives, and improved system 
reliability and security. In general, taking advantage of these 
opportunities requires optimizing multicore devices by:

  Exploiting the multicore hardware capabilities to maximize •	
performance

  Choosing the appropriate multicore software configuration •	
and architecture to improve cost/performance and reliability

  Leveraging existing software assets while developing and •	
integrating new software to make the most of software 
investments and decrease time-to-market

Depending on the vertical market segment a device address-
es, multicore and virtualization deployments generally fall 
into one or more of the usage scenarios shown in Table 1 
below. These usage scenarios satisfy many of the key 
business objectives of embedded device makers, such as 
cost reduction, performance, time-to-market, and the ability 
to innovate and differentiate. When employing these usage 
scenarios, device makers are faced with key hardware and 
multicore software configuration decisions—including the 
appropriate use of SMP, AMP, and/or virtualization.

Future Proofing Development Investments

The multicore software configuration used for today’s 
product may not be optimal for next-generation products 
when new hardware or software components are available. 
Choice, flexibility, and vendor experience are critical 
considerations when making technology purchase decisions. 
Future proofing development investments require working 
with a partner who can provide a comprehensive approach 
to multicore software.

Comprehensive Multicore Software Solution

Wind River offers a comprehensive multicore software 
solution, including:

Flexible combina•	 tions of multicore software configurations 
comprising SMP, AMP, and virtualization

Wind River VxWorks: Real-time operating system (RTOS) •	
support

Wind River Linux: General purpose operating system •	
support

High-speed communication between processes and tasks •	
across core and operating system boundaries

Performance optimized middleware for multicore environ-•	
ments, such as network stacks for offloading

Tools to develop, debug, test, profile, and optimize both •	

subsystems and the entire system

Device Software Optimization

A multicore device manufacturer must choose between 
investing resources in designing, developing, and support-
ing its own solution to the complexities of multicore 
software, or buying these foundational technologies so it 
can focus on differentiating value-add and accelerating 
time-to-market. Device Software Optimization (DSO) is Wind 
River’s answer to this dilemma. DSO is a holistic, enterprise-
wide solution to the challenges generated by increasing 
complexity in developing device software. Key tenets of the 
DSO solution include standardization of technologies and 
processes across projects, teams, and sites, and the  
embrace of open standards to provide companies with  
the broadest possible choice of tools, technologies, and 
architectures. Wind River’s DSO solution is built on a choice 
of operating systems, an ecosystem of validated and 
integrated partner technologies, and expert services and 
support available around the world, around the clock.

Performance Increase system performance by implement-
ing multicore hardware and software 
parallelism.

Consolida-
tion

Reduce material costs by integrating systems 
from many boards onto one board or from 
multiple processors to a single processor.

Migration/
evolution

Avoid costly porting and software rewrite 
efforts by migrating a legacy operating 
environment intact to new hardware, and 
evolving software alongside new operating 
environments.

Usability Enhance an existing real-time device by 
adding user-interface features on a general 
purpose operating system.

Portability/
scalability

Expand product line by developing software 
that runs on multiple hardware platforms with 
different performance levels and bill of 
material (BOM) costs.

Certification Reduce certification costs by isolating 
previously certified safety-critical software 
from non-critical system software.

Reliability/
availability

Improve system robustness by protecting 
and isolating operating environments from 
each other.

Separation/
security

Isolate proprietary software from General 
Public License (GPL) or software from 
multiple suppliers from each other.

Table 1: Multicore/virtualization usage scenarios
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Case Study 1: Networking Offload

Devices at the core of communication networks typically rely 
on multiple separate boards to partition functionality and 
meet traffic-throughput requirements. To achieve high 
throughput, networking equipment often runs data plane 
software, such as packet processing and forwarding, on a 
deterministic, real-time operating system like VxWorks or  
on a simple executive. Data plane operations are inherently 
parallel and run much faster as the number of cores increases 
(8, 16, and more). Networking equipment also performs 
control plane and security functions, which are server-like and 
well-served by general purpose operating systems such as 
Wind River Linux. This system architecture, that combines 
multicore hardware, parallel processing, and dissimilar 
workloads, lends itself to an AMP software configuration, as 
shown in Figure 2.  

Figure 2: Networking offload configuration 

This AMP configuration provides the ability to load software 
on dedicated cores, communicate between the cores at very 
high speeds, and perform system-level debugging and 
profiling. In the event an application fails, it can be rebooted 
without affecting the other applications or cores because 
these elements can be isolated from each other. AMP 
configurations facilitate the consolidation of the control and 
data plane onto a single multicore system, which reduces cost 
and increases system differentiation relative to performance 
and functionality. With this flexibility, networking perfor-
mance easily scales with the number of cores, and developers 
can leverage the extensive Linux software environment to 
quickly incorporate new functions.

Case Study 2: Transportation Safety

Public transportation equipment must meet stringent safety 
standards1 , which requires the testing and certification of 
safety-critical software. For instance, train software that 
monitors speed and controls doors is carefully regulated, 
whereas other applications like climate control are not. 
Certifying safety-critical subsystems is expensive and time- 
consuming, and represents a significant business investment. 
The challenge for transportation equipment makers is to control 
hardware and software costs while meeting various safety 
certification standards and delivering a differentiated product.

During the certification process, equipment makers must 
prove the reliability of safety-critical software and demon-
strate that it cannot be affected by other parts of the system. 
If the system’s hardware and software is fully consolidated, 
the non-safety-critical applications running on a general 
purpose operating system must also be certified, which can 
be difficult and expensive. Some level of isolation is needed 
between safety-critical systems (hardware and software) and 
the rest of the system. It’s possible to build completely 
independent subsystems for each function, but this approach 
isn’t hardware-efficient and increases cost.

An alternate solution is to use a certified hypervisor that 
partitions the hardware and provides separate and protected 
operating environments for safety-critical and non-safety- 
critical software, as shown in Figure 3. The safety-critical 
software runs on a highly reliable real-time operating system, 
such as a certified version of VxWorks. The other application 
software can benefit from a full-featured, general purpose 
operating system, like Wind River Linux or Windows. Consolidat-
ing both systems onto the same hardware and reusing previously 
certified software greatly reduces development and per unit 
costs while leveraging the ability to innovate with new and differ-
entiating software on the general purpose operating system.
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Usage 
scenarios

•	Performance
•	Consolidation

Business 
goals 
achieved

•	Reduced	cost
•	Differentiated	performance
•	Differentiated	usability	and	functionality

Usage 
scenarios

•	Certification
•	Consolidation	
•	Migration/evolution

Business 
goals 
achieved

•	Safety
•	Reduced	per	unit	system	cost
•	Lower	development/certification	cost

Safety-Critical Software

Wind River VxWorks 
(Certified)

Other Applications

Wind River Linux
or Windows

Single or Multicore Processor

Wind River Hypervisor (Certified)

Table 3: Transportation safety summary

Table 2: Networking offload summary
Figure 3: Transportation safety configuration

1 Safety standards such as EN50128/50129 and IEC61508



Case Study 3: Consumer Devices 

Responding to the prevalence of the Internet and new 
peripherals, many consumer device makers are turning to 
standard hardware that provides more appealing user 
interfaces and I/O capabilities. Previously, consumer devices 
such as mobile handhelds, medical devices, and multifunction 
printers were based on single-purpose embedded systems 
using specialized hardware. Today, many of these devices are 
built with general purpose hardware and software that adapt 
more quickly to changing customer requirements.

Many multifunction printers are single-core systems running 
a real-time operating system, such as VxWorks. Now printers 
must satisfy evolving consumer preferences for attractive and 
easy-to-use interfaces and advanced networking and security 
features. Device makers can address these needs with a 
general-purpose operating system, such as Wind River Linux 
or Windows, that enables manufacturers to get devices to 
market faster and more cost effectively. But real-time 
functions, like controlling print heads, can be expensive to 
migrate to a Linux environment where they may not run fast 
enough or deterministically. A system that supports both a 
real-time and general purpose operating environment allows 
software to be partitioned accordingly.

As device makers transition to standard hardware, they will 
value solutions that preserve their proven real-time code. 
They will also base hardware decisions on cost, processing, 
and reliability requirements. Device makers can choose from 
at least three system configuration options:

Single-core processor with a hypervisor:•	  The hypervisor 
supports both real-time and general-purpose operating 
environments, as shown in Figure 4. 

 
Multicore processor without a hypervisor: This is a 
multicore AMP configuration with VxWorks running on one 
core and Linux on the other core, as shown in Figure 5. The 
application developers are responsible for loading, booting 
and managing these two operating environments, including 
failure recovery sequences.

Figure 5: Multicore processor without a hypervisor 

Multicore processor with a hypervisor:•	  The most 
comprehensive systems approach is to deploy an AMP 
multicore software configuration with a hypervisor, as 
shown in Figure 6. The hypervisor sets up memory protec-
tion for each operating environment and manages the load 
and boot of the operating environments. It may also reboot 
a failed operating environment without resetting the entire 
system. This multicore software configuration provides the 
highest level of reliability.

 

These system configurations offer greater flexibility and choice 
than those based on a single operating system, helping device 
makers achieve their business goals. By allowing a combination 
of real-time and general purpose operating environments,  
device manufacturers can leverage and evolve existing soft-
ware, innovate with new capabilities, enhance usability, and 
deploy system configurations that optimize cost/performance. 

 
 
 
Wind River’s multicore software addresses device makers’  
challenges with a comprehensive solution comprised  
of real-time and general-purpose operating systems, support 
for multiple operating system configurations, and tools to  
optimize multicore devices. By combining these technologies, 
device makers are achieving their business goals for higher 
performance, greater differentiation, and lower cost.
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Usage 
scenarios

•	Evolution
•	Usability

Business 
goals 
achieved

•	Reduced	costs
•	Quicker	time-to-revenue
•		Differentiated	usability	and	functionality	

Table 4: Consumer device summary

Figure 6: Multicore processor with a hypervisor
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Figure 4: Single-core processor with a hypervisor


